Data Sheet: Encryption

PGP® Portable

Portable, self-contained encryption on any removable storage device or media

Benefits

* Protect any device or any media—PGP® Portable from
Symantec™ provides software-based encryption for any
USB device or CD/DVD.

* Access encrypted data without installing
software—Share, distribute, and collaborate. Create a
PGP Portable—enabled device on Microsoft® Windows®
using PGP® Desktop from Symantec™ client software.
Access encrypted data on both Microsoft Windows and
Apple Mac OS X without installing any specialized
software on the client. PGP Portable provides in-place
viewing and editing without modifying the native user
experience.

» Enforce enterprise security policy—Automatically
enforces corporate security policy for removable devices;
supports automation and provisioning. Self-help
passphrase changes and corporate access to data enable
security and compliance without disrupting user

productivity.
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PGP® Portable: Share, distribute, collaborate

data with colleagues, partners, and even customers. The
challenge is that their convenience also presents a security
risk if one of these devices is lost or stolen. Some of the
largest data breaches experienced by public and private
enterprises have occurred because these small, convenient
devices are dropped in a public setting or stolen from cars
or briefcases—and in some cases, out of the offices of those
using them.

Protect any device, any media
With USB memory devices now able to store gigabytes of
data and available in hundreds of different form factors, it’s

no surprise that they have become a key way to exchange
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Usage scenarios PGP customer spotlight

* Share—Protect "We strive to protect customer

confidential data. We always have. Our worth

data without and value is in the assessments

investing in we create, and we wouldn’t want
expensive, those disclosed. PGP software
- enables us to protect those
specialized
assets.”
hardware USB
drives that —NMarcus Prendergast, Senior
. Security Engineer, Educational
require
Testing Service
additional
management

consoles. With PGP Portable, instantly encrypt any USB
drive, set a passphrase, drag and drop files you need,
and share the USB drive.

« Distribute—Don't risk confidential product information
on unsecured CDs falling into a competitor's hands. With
PGP Portable, encrypt a folder, set a passphrase, drag
and drop files into a folder, burn the folder onto any
optical media, and distribute it without worry.

e Collaborate—No more worries about an employee losing
a USB drive containing confidential project files while
working away from the office. Centrally manage and
automatically enforce removable device policy with PGP

Portable.
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Secure and easy to use

* Any device, any media—Easily secure any removable
storage device or any optical media, including USB
devices, CDs, DVDs, and Blu-Ray discs, up to 128 GB.

» Patent-pending extension to proven technology—PGP
Portable extends the highly trusted, proven, and vetted
FIPS 140-2-validated AES 256-bit PGP Virtual Disk
technology.

* No need to run specialized file browsers or
applications—Users access data on PGP
Portable—-enabled USB drives and media as they would
their regular data, using their native Microsoft Windows
or Apple Mac OS X file system browser.

* No specialized disc burning software to install—Users
can continue to use their disc burning software of choice

when securing optical media with PGP Portable.

Share, distribute, collaborate

» Access and modify data without installing additional
software—Users with a valid passphrase can access
data on PGP Portable-enabled devices without installing
additional or specialized software.

» Create, drag, and drop—Enjoy a native file browsing
experience when using a PGP Portable-enabled USB
device. No need to manually encrypt or decrypt
individual files; the user experience is seamless.

» Secure in-place editing—PGP Portable provides in-place
data editing while keeping data secure on the device.
PGP Portable eliminates potential points of security
failure; there is no need to decrypt, copy the data locally
from the device, edit, and then copy back onto the
device.

» Cross-platform—Create a PGP Portable—enabled
device on Microsoft Windows using PGP Desktop client

software. Access secure data on Microsoft Windows and
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Mac OS X (does not require software installation) based

computers.

Built for the enterprise

Automatic policy enforcement—Removable device
encryption policy is centrally managed and automatically
enforced by PGP Universal™ Server from Symantec™.
Automation and provisioning—PGP Portable’s
command line interface enables scripting and
automation for quick configurations.

Support for disaster recovery and
forensics—Patented, secure, split recovery key ensures
organizations have access to data in case of a disclosure,
audit, disaster, or similar event.

Self-help passphrase changes—Users with a valid
passphrase can change the passphrase for a PGP
Portable—enabled device without installing additional
software. Corporate access to data is maintained in the
event of passphrase changes.

Extends an enterprise data protection strategy—PGP
Portable works together with full disk encryption,
network file sharing, and email protection solutions from

Symantec.

Technical specifications

For complete technical specifications, please visit

go.symantec.com/encryption
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http://www.pgp.com/products/portable/
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More Information
Visit our website

http://enterprise.symantec.com

To speak with a Product Specialist in the U.S.
Call toll-free 1 (800) 745 6054

To speak with a Product Specialist outside the U.S.
For specific country offices and contact numbers, please

visit our website.

About Symantec

Symantec is a global leader in providing security, storage,
and systems management solutions to help consumers and
organizations secure and manage their information-driven
world. Our software and services protect against more risks
at more points, more completely and efficiently, enabling
confidence wherever information is used or stored.
Headquartered in Mountain View, Calif., Symantec has
operations in 40 countries. More information is available at

www.symantec.com.

Symantec World Headquarters
350 Ellis St.

Mountain View, CA 94043 USA
+1 (650) 527 8000

1 (800) 721 3934

www.symantec.com
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Symantec helps organizations secure and manage their information-driven world with security management, endpoint security, messaging security, and application security solutions. 21158811 02/11
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http://www.symantec.com/business/solutions/solutiondetail.jsp?solid=sol_security&solfid=sol_security_management
http://www.symantec.com/business/solutions/solutiondetail.jsp?solid=sol_security&solfid=sol_endpoint_security
http://www.symantec.com/business/solutions/solutiondetail.jsp?solid=sol_security&solfid=sol_messaging_security
http://www.symantec.com/business/endpoint-protection-for-windows-xp-embedded
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